
Password Policy            

1.0 Overview 

Passwords are an important aspect of computer security. They are the front line of protection for user 

accounts. A poorly chosen password may result in the compromise of TPTs’ entire corporate network. As 

such, all employees are responsible for taking the appropriate steps, as outlined below, to select and 

secure their passwords.           

2.0 Purpose 

The purpose of this policy is to establish a standard for creation of strong passwords, the protection of 

those passwords, and the frequency of change.             

3.0 Scope 

The scope of this policy includes all personnel who have or are responsible for an account (or any form of 

access that supports or requires a password) on any system that resides at any TPT facility, has access 

to the TPT network.  

4.0 Policy 

4.1 General 

 All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed at least 

every six months. The recommended change interval is every four months. 

 Passwords must not be inserted into email messages or other forms of electronic communication. 

 All user-level and system-level passwords must conform to the guidelines described below. 

 



4.2 Guidelines 

A. General Password Construction Guidelines 

Passwords are used for various purposes at TPT. Some of the more common uses include: user level 

accounts, web accounts, email accounts, screen saver protection  and network logins. Since very few 

systems have support for one-time tokens (i.e., dynamic passwords which are only used once), everyone 

should be aware of how to select strong passwords. 

 Poor, weak passwords have the following characteristics: 

 The password contains less than eight characters 

 The password is a common usage word relating to names of individuals, company etc. 

 Strong passwords have the following characteristics: 

 Contain both upper and lower case characters (e.g., a-z, A-Z) 

 Have digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~-

=\`{}[]:";'<>?,./) 

 Are at least eight alphanumeric characters long. 

 Are not based on personal information, names of family, etc. 

 Passwords should never be written down or stored on-line. Try to create passwords that can be 

easily remembered. 

Here is a list of "dont's": 

 Don't reveal a password over the phone to ANYONE 

 Don't reveal a password in an email message 

 Don't talk about a password in front of others 

 Don't reveal a password on questionnaires or security forms 



 Don't reveal a password to co-workers while on vacation 

Do not use the "Remember Password" feature of applications  

 Do not write passwords down and store them anywhere in your office. 

 Change passwords at least once every six months.  The recommended change interval is every four 

months. 

 If an account or password is suspected to have been compromised, report the incident to EDP and 

change all passwords.      
 


